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Privacy + Security = Zero Sum? 

Privacy and security often thought of 

as zero sum, mutually exclusive 

USA Today/Gallup, November 19-21, 2010 
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 So Americans (and Canadians, Brits…) will “give up” 

privacy, accept health risks, profiling, surveillance (“good 

idea”: 71%) 

 

 …to “get” security 

 

 So we should examine what we get, whether it’s working, 

and is sustainable 



“Costs” of Security: what we pay 

 An estimated $1.2T annually:1 

 Military ~60% of federal budget, education 6.4%2 

 

 

 

 

 

 

 

 $791B on homeland security since 9/1 

 I million “Top Secret” clearances for contractors 

 92 million classifications in FY2011, “trillions” of pages total3 

 

 
1National Priorities Project 2Discretionary federal spending, FY2013 3Public Interest Declassification Board 



Is security working? 

 Outsourcing of security to private sector 
 $3.75 trillion in DoD contracts in last dozen years 

 Over 50,000 companies have contracts with DoD,1 in every 2 
zipcodes: “Alternative America” (Priest & Arkin) 

 

 Enrolling geographical research into securitization agenda, 
“weaponizing maps” (Denis Wood) 
 Esri $806m ($437m from DoD), GeoIQ/Geocommons (CIA) 

 USGIF GEOINT Certificates, ABI, drone strikes… 

 

 Legal authorities, eg Patriot Act, CISPA, undermine civil 
liberties 
 CISPA: “Eight critical problems…render the bill unacceptable” 

(Center for Democracy and Technology)* 

 Obama DOJ Prosecution of whistleblowers exposing waste, 
illegalities 



What Can we Do? 

 Challenge state’s presumptive right to knowledge 
(“epistemic sovereignty”—Matt Hannah), and 
informational asymmetries 

 

 Refuse public/private distinction, as well as 
privacy/security 

 Especially at moment of data collection 

 Opt-in rather than opt-out (eg., only 1.6% of tweets are 
GPS’d 

 

 Have both citizens and the state “pay in” to “data 
producer collectives” reducing need to classify 





What Can we Do? 

 Protect and reward whistleblowers, eg Bradley Manning 

 

 Support WikiLeaks and open government data advocates, 
EFF 

 

 Reduce government outsourcing to for-profit companies, 
democratize corporate data-sharing 

 

 Legal reform, eg, Electronic Communication Privacy Act 

 

 Understand and promote sustainable security 



Thanks! 
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